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Abstract

People search for information to meet their personal, business, and civic goals and increasingly do so with
Al-based tools. We present a taxonomy of uncertainties in responses generated by Large Language Models
(LLMs). It identifies three main types of uncertainty: outcome variability, model uncertainty, and prompt
ambiguity. Outcome variability encompasses the unpredictability in data, world as aleatory uncertainty.
Model uncertainty arises from insufficient knowledge available to the model, termed epistemic uncertainty.
Prompt ambiguity involves unclear user inputs leading to multiple valid interpretations. The study
explores detection methods for these uncertainties, employing strategies such as token probability analysis
and temperature sampling. This taxonomy aims to enable researchers and regulators to identify, track,
and remediate uncertainty from LLM-based tools that may bias or otherwise impair decision making.

Decision making has long been supported by various computational tools, ranging from general-purpose
search engines (Broder, 2002) to more specialized algorithmic decision aids (e.g., Bell and Carcello, 2000;
Hunt et al., 1998). Search engines, while broad in scope, serve primarily as indirect aids—they excel at helping
users locate resources across a wide range of domains but until recently have fallen short of providing direct
answers. In contrast, specialized algorithmic decision aids have a narrower focus but deliver direct assistance.
These tools may furnish decision-makers with pertinent quantitative forecasts or recommendations, though
the utility of each is limited to the narrow task it is designed to handle.

Recently, Large Language Models (LLMs) have raised the possibility of merging the expansive domain
coverage of search engines with the direct-response capability of algorithmic decision aids. LLMs allow
people to ask questions in natural language and provide detailed, direct answers across a wide array of
topics (Jiang et al., 2021).However, despite these advantages, LLMs face significant challenges, primarily
because direct answers to questions are often uncertain (Lu et al., 2022; Arora et al., 2022; Wachowiak
and Gromann, 2023; Jiang et al., 2021). In this work, we aim to describe and address the various types of
uncertainty that arise when people turn to conversational Al for answers.

This question of how to reason about and communicate uncertain information is far from new. Not every
resource we consult, nor every person we communicate with is completely reliable. People have ways of cop-
ing with this everyday uncertainty, whether it is comparing information from multiple sources returned by
a search engine, asking a person for clarification, updating beliefs (Griffiths et al., 2008), or reasoning about
the quantitative uncertainty in a decision aid or scientific result (Zhang et al., 2023; Prabhudesai et al., 2023).
Yet, LLMs pose a distinct challenge, as there are no well-established norms or practices for systematically
evaluating or conveying the accuracy or certainty of the information they report. The lack of a common
taxonomy makes it difficult to measure, track, and ultimately remediate concerns around uncertainty in
Al-generated responses.

The goal of this work is to delineate the different types of uncertainty that can arise when users seek
answers from LLM-based systems and to suggest how they can be detected and addressed. We propose
three main sources of uncertainty: outcome variability, model uncertainty, and prompt ambiguity. Outcome
variability and model uncertainty have analogs in the philosophy (Hacking, 2006), psychology (Ulkiimen
et al., 2016; Tannenbaum et al., 2017) and engineering (Der Kiureghian and Ditlevsen, 2009) literatures.
Prompt ambiguity and model uncertainty have roots in the total survey error framework (Groves and Lyberg,



Prompt Model Outcome
Ambiguity Uncertainty Variability

Description Ambiguity in the question that is Uncertainty due to lack of Inherent variability in the answer,
asked knowledge or missing information even with full knowledge

Example “What is the average mpg of the “What is the length of the 2024 ”How long would it take to drive

prompt 2020 Toyota Corolla?” Honda Accord?” from South Ferry to Columbus

Circle in Manhattan right now?”

Remediation Ask the user for clarification or Acknowledge missing Communicate a range of
produce an exhaustive list of information, consult outside calibrated responses
possible answers sources, or respond with an

estimate and subjective
probability

Example “Could you be more specific” “l don’t have access to that” “It could range from”

responses “Doyoumean___or__ " “Let me search the web” “It’s hard to predict, but”
“There are a few different “Here’s my best estimate”
answers”

Figure 1: A taxonomy for sources of uncertainty in LLM-based responses.

2010). These three types of uncertainty are most easily demonstrated by considering different examples of a
user issuing a prompt to a model, a model determining the answer to the prompt, and the LLM-based tool
reporting a version of the model’s answer back to the user, as outlined in Figure 1.

Outcome Variability: Perhaps the most straightforward case occurs when a person asks for information
that is fully known to a model, but where the answer varies due to inherent randomness or unpredictability,
known in the literature as aleatory uncertainty. For instance, imagine that someone asks an LLM how long
it would take to drive from South Ferry terminal to Columbus Circle in Manhattan. Even with knowledge of
how far apart these two locations are, time of day, and approximate traffic, there is variability in the travel
time. In such settings, a reliable decision aid should not respond with a single estimate (e.g., 20 minutes),
but with a range that indicates how much it might vary (20-45 minutes). Ideally this would be a calibrated
interval along with information about the range of outcomes covered by the interval.

Model Uncertainty: In addition to outcome variability, there can also be uncertainty due to a lack of
knowledge on the part of the model, known as epistemic uncertainty. For instance, someone might ask an
LLM that was trained in 2023 for details about the 2024 model of a specific car. Here an appropriate response
might be for a decision aid to acknowledge that this is a “known unknown” due to lack of training data for
2024, or to return an estimate based on historical data that includes some confidence range or subjective
probability, for example based on how the requested car model has evolved over the years. Importantly, in
contrast to aleatory uncertainty, epistemic uncertainty can be reduced by acquiring more information—in
this case by obtaining updated data on the latest vehicle models, perhaps by consulting outside sources via
retrieval augmented generation. Besides examples where training data does not exist (Bender et al., 2021;
Gabriel and Ghazavi, 2022), model uncertainty may arise when training data is blocked (e.g., as various
content creators negotiate for access to their data) (Milmo, 2023; Bogle, 2023), or when there is sampling
bias in the data that the model is trained on (Baeza-Yates, 2016).

Prompt Ambiguity: Both outcome variablility and model uncertainty assume that a specific question,
with a perhaps unknowable or simply unknown answer, exists, at least in principle. However, in the context
of LLMs there is the possibility that the question a user has asked does not even have a clear answer because
it is ambiguous or ill-posed. This leads a third category: prompt ambiguity. An illustrative example of



prompt ambiguity occurs when a person requests the documented average fuel economy of a vehicle without
specifying the context of city versus highway driving, which would yield significantly different answers. In
instances of specification ambiguity, an ideal decision aid would recognize the ambiguous prompt and either
present all plausible responses or solicit additional information from the user to refine the query. Prompt
ambiguity can arise for several reasons, ranging from people simply minimizing effort, to having incomplete
thoughts, to using LLM-based tools to learn about a topic while exploring it. (Marchionini, 2006).

Above, we discussed three types of uncertainty as if they occur in isolation. However, it is quite likely
that they occur in combination. Consider the scenario where a user asks for travel time from New York to
London by train. This initial query introduces prompt ambiguity: Does the user mean New York to London,
Ontario, by train? Or do they mean New York to London, UK, mistakenly typing train instead of plane?
Ideally, the system should ask the user to clarify. Suppose the user specifies London, UK by plane. The
model might then face model uncertainty because it hasn’t been trained on flight times. In response, it could
estimate travel time based on the approximate distance between the two cities and average plane speeds,
thus communicating this uncertainty. Lastly, the model should account for outcome variability by providing
a range of possible flight times, reflecting factors like wind speeds and airport delays.

Having described these three different sources of uncertainty, each of which requires its own unique remedia-
tion, we are faced with the question of how each source might be detected and appropriately communicated
to users, and recorded and tracked by researchers. To investigate this, we designed different scenarios that
isolate each of the three sources of uncertainty and explored various methods suggested in the literature
for detecting uncertainty in an LLM response to them. Specifically, motivated by prior work on consumer
decision making with LLM-based search (Spatharioti et al., 2023), we constructed four reusable templates
that simulate a consumer researching the specifications of various vehicle and driving scenarios.

The scenarios are as follows. For prompt ambiguity, the scenario asks about the cargo space for an existing
SUV without clarifying whether the rear seats are up or down, creating ambiguity in the question. For model
uncertainty, the scenario queries the cargo space of a fictional vehicle, emphasizing the lack of available
information. For outcome variability, the scenario involves estimating delivery times between two locations,
which naturally varies due to unpredictable external factors. Lastly, an uncertainty-free scenario asks for
the length of a vehicle that is well-documented within the LLM’s training data.

We programatically provided prompts for each of these scenarios to GPT-3.5 and used four different methods
based on prior literature (Vasconcelos et al., 2023; Lee et al., 2022; Chung et al., 2022; Ziems et al., 2023)
to explore whether the amount and type of uncertainty was discernible from each.!

Token Probability: First, we explore simply making use of the internal token probability that the LLM
assigned to each response it gave, information that is accessible through the OpenAl API. Token probabilities
correspond to the probability that the LLM assigns to the key word (in our case, a number) in the response.?
The intuition behind this method is that tokens generated with higher probabilities are more likely to be
correct.

Multiple Guesses: Second, we prompt the LLM to generate multiple (25) responses (with replacement).
This requires just one API call, but result in a longer and thus costlier response compared to recovering the
token probability. The intuition here is that the distribution of the 25 values may demonstrate the model’s
uncertainty about the response.

Top 5 Token Probabilities: Third, we recover the probabilities associated with each of the top 5 most likely
tokens according to the model.® Similar to the multiple guess strategy, the intuition behind this approach
is that the distribution of token probabilities contains information about the uncertainty of the response.
Narrow, peaked distributions might indicate high confidence, broader ones might indicate outcome variability
or model uncertainty, and multi-modal distributions might reasonably indicate prompt ambiguity.

1Unless otherwise noted, experiments were done at a zero temperature, so that each query resulted in a fixed response

2For decimal numbers, we use only the probability for the token corresponding to the part of the number before the decimal
point (e.g., for ”57.3”, we use the token probability associated with ”?57”)

3At the time of writing, these token probabilities were available via APIs for GPT-3.5, but not for GPT-4, which was the
latest model available
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Figure 2: Four examples of all four scenarios (prompt ambiguity, model uncertainty, outcome variability,
and uncertainty-free) for Generating Multiple Guesses and Temperature Sampling.

Temperature Sampling: Finally, instead of using a zero temperature response, we raised the temperature
parameter and sampled an individual response many (25) times. The idea behind this approach is similar
to the top 5 token probability method, but uses the model to directly sample values that explore more of
the distribution than just the top 5 most likely responses. The downside of this approach, however, is that
it is much more expensive, requiring 25 calls to the model instead of just one.

The approaches vary in their ability to represent different types of uncertainty. The token probability method,
for instance, showed limited promise. This is partly because token probabilities often aren’t well-calibrated:
a correct response might have a low probability, while an incorrect one might appear highly probable.
This miscalibration could stem from the use of preference-based reinforcement learning to align models
(Achiam et al., 2023). Another limitation is that, even with well-calibrated generation probabilities, the token
probability method cannot differentiate between aleatory, epistemic, and prompt-based uncertainty.

The second approach, generating multiple guesses, turned out not to discriminate well. The prompt ambi-
guity scenario produced a mixture of peaked, bell-shaped, and uniform distributions (but no multi-model
distributions). The model uncertainty scenario produced a mix of uniform and normal distributions. The
outcome variability scenario produced uniform distributions.The uncertainty-free scenario comprised a few
peaked distributions, but also several relatively uniform ones.

The approach of using the top 5 token probabilities, however, did provide useful information about what type
of uncertainty may have existed. Examples from the top-5 and temperature sampling approaches are shown
in Figure 2. In the prompt ambiguity scenario, the model often seemed to detect the ambiguity, providing
multiple answers approximately half of the time and showing two prominent peaks in probability. When
the prompt was less ambiguous, it typically resulted in a single, distinct peak. In the model uncertainty
scenario, the output was characterized by a low, uniform distribution. This spread indicated a high degree
of uncertainty, as the model displayed little confidence in any single response. For the output variability
scenario, the results comprised a blend of distributions that were roughly normal and centered around the
expected answer range. This pattern suggested that while the model generally identified the correct area,
its responses varied significantly. In the uncertainty-free scenario, the probability distribution was sharply
peaked around the correct answer, indicating high confidence and little to no uncertainty in the model’s
response.



Temperature sampling was comparable to the top 5 token probability approach but tended to produce
multiple peaks more consistently, especially with ambiguous prompts. It naturally extended beyond the top
5 tokens, capturing a longer tail of possibilities and including sample error, which introduced variability not
present in the deterministic top 5 method. Unlike the top 5 approach, which might not always be available,
temperature sampling offered a reliably accessible alternative.

Methods for identifying states of uncertainty are not limited to the four types explored in our experiment.
Building on the insights gained from our taxonomy and empirical research, we can develop pre-prompts
that explicitly instruct LLM-based tools to identify potential issues across a series of prompts. Furthermore,
uncertainty does not need to be discrete as it was in our simulations; often a blend of types of uncertainties
will be present.

We anticipate a continuous co-evolution of LLM-based tools and their users, which will alter the types
of uncertainty encountered, the methods used for identifying them, and the optimal strategies for their
remediation. During the writing of this paper, both the tools and the underlying LLMs evolved significantly,
reducing the occurrence of certain issues such as the brittleness of models—which had previously produced
different responses to very similar prompts. At the same time, users have become more skilled at crafting
prompts, likely gaining a better understanding of which outputs to trust.

Conversational LLMs, with their ability to provide direct answers to a broad range of questions, merge
the features of search engines and decision aids. This integration holds considerable promise for enhancing
human decision-making. However, significant improvements are still needed. For LLMs to be truly effective,
users must understand how reliable these tools are, which necessitates better methods for assessing uncer-
tainty, suggesting remediations, and effectively communicating uncertainty back to users. We hope that the
classification of uncertainty types detailed in this essay will aid in creating such improved methods.
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